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CVE-2018-1000 Learn more at National Vulnerability Database (NVD
» OV

55 Severity Rating « Fix Information + Vuinerable Software Versions « SCAP Mapings » CPE Information

An informatien disclosure vulnerabilty exists in the way that the scripting engine handles objects in memary in Internet Explarer, ke "Scripting Engine Infarmation Disclosure Vulnerability,” This affects Internet Exglorer 9,
Internet Explorer 11, Internet Explorer 10. This CVE ID is unigue from CVE-2018-0981, CVE-2018-0387, CVE-2018-0989,

are provided for of the reader to help distinguish between ilities. The list is

® URL: http://www.securityfocus com/bid/103603
» SECTRACK: 1040853
® URL: http://www.securitytracker.com/id/1040653

Disclaimer: The entry creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected
vendor, publicly disclosed, or updated in CVE.

This fs an entry on the CVE List, which provides common Identifers for publicly known cybersecurity vulnerabisties.

SEARCH CVE USING KEYWORDS: Subenit
You can also search by reference using the CVE Reference Maps,
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AXCVE-2018-9128 Detail

Current Description

DVD X Player Standard 5.5.3.9 has a Buffer Overflow via a crafted .plf file, a related issue to CVE-2007-3068.

Source: MITRE
Description Last Modified: 04/01/2018
4HView Analysis Description

Impact

CVSS v3.0 Severity and Metrics:

Base Score: 7.8 HIGH

Vector: AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H (V3 legend)
Impact Score: 5.9

Exploitability Score: 1.8

CVSS v2.0 Severity and Metrics:

Base Score: 6.8 MEDIUM

Vector: (AV:N/AC:M/Au:N/C:P/I:P/A:P) (V2 legend)
Impact Subscore: 6.4

Exploitability Subscore: 8.6

Attack Vector (AV): Local
Attack Complexity (AC): Low
Privileges Required (PR): Low
User Interaction (Ul): None
Scope (S): Unchanged
Confidentiality (C): High
Integrity (1): High

Availability (A): High

Access Vector (AV): Network

Access Complexity (AC): Medium
Authentication (AU): None

Confidentiality (C): Partial

Integrity (1): Partial

Availability (A): Partial

Additional Information:

Victim must voluntarily interact with attack mechanism
Allows unauthorized disclosure of information
Allows unauthorized modification

Allows disruption of service

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites, Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

https://0day4u.wordpress.com/2018/03/30/buffer-overflow-on-dvd-x-player-standard-5-5-3-9/

CID CEENTIED) CIED

https://www.exploit-db.com/exploits/44438/

Technical Details
Vulnerability Type (View All)

o Buffer Errors (CWE-119)

Vulnerable software and versions switch tocre 2.2

Configuration 1
OR
% cpe:2.3:a:dvd-x-player:dvd_x_player:5.5.3.9:*:*:*:standard:*:*:*

% Denotes Vulnerable Software

Are we missing a CPE here? Please let us know.

Change History

2 change records found - show changes
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Symantec Connect -

A technical community for Symantec customers, end-users, developers, and partners.

info discussion exploit solution references

Cisco Adaptive Security Appliance CVE-2018-0101 Remote Code Execution Vulnerability

Bugtraq ID: 102845

Class: Input Validation Error

CVE: CVE-2018-0101

Remote: Yes

Local: No

Published: Jan 29 2018 12:00AM

Updated: Jan 29 2018 12:00AM

Credit: Cedric Halbronn from the NCC Group

Vulnerable: Cisco Firepower Threat Defense Software (FTD) 0

Cisco FirePOWER 9300 ASA Security Module 0

Cisco Firepower 4110 Security Appliance 0

Cisco Firepower 2100 Series Security Appliance 0

Cisco ASA Software 9.5

Cisco ASA Software 9.3

Cisco ASA Software 9.0

Cisco ASA Services Module for Cisco Catalyst 6500 Series Switches 0
Cisco ASA Services Module for Cisco 7600 Series Routers 0
Cisco ASA 5500-X Series Next-Generation Firewalls 0
Cisco ASA 5500-X Series Firewalls 9.8(1)

Cisco ASA 5500-X Series Firewalls 9.6(2)

Cisco ASA 5500-X Series Firewalls 9.2(4)

Cisco ASA 5500 Series Adaptive Security Appliances 0
Cisco Asa 1000V Cloud Firewall 0

Cisco Adaptive Security Virtual Appliance (ASAv) 0

Cisco Adaptive Security Appliance (ASA) Software 9.6.3.20
Cisco Adaptive Security Appliance (ASA) Software 9.4.4.14
Cisco Adaptive Security Appliance (ASA) Software 9.1.7.20
Cisco Adaptive Security Appliance (ASA) Software 8.x
Cisco 3000 Series Industrial Security Appliance (ISA) 0

Not Vulnerable:
SecurityFocus o315 oSl )3 (¢ pivcal 3,55 51 INfO i 1 (F-) S
Securitytracker ssls o, -Y-YY
YO 5l G epals Jb 50 5 cuwl oais sl Securitytracker <8 yb lawgs ¥ oV Jlo w0l olSSL oyl
!y Securitytracker osls olSL 13 ol <l 3,65 3l glaiges (DY) JSKb .l 0 <3 ol 53 g phican] Jl3a
25l as ke )55, opl slaald .l (g pdhcanl SO
oy oL (spdocuml pl 4 aBlL ewass cawlis @ Securitytracker luis cawlks sl e
.cwol Securitytracker
Securitytracker s3> sk )3 (¢ plycaml ledMbl 4 wswywod URL (gql>: Securitytracker URL als @
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IBM WebSphere Application Server ViewState Settings Lets Remote
Users Execute Arbitrary Code on the Target System

SecurityTracker Alert ID: 1041521

SecurityTracker URL: http://securitytracker.com/id/1041521

CVE Reference: GENERIC-MAP-NOMATCH (Links to External Site)

Date: Aug 202018

Impact: Execution of arbitrary code via network, User access via network
Fix Available: Yes Vendor Confirmed: Yes

Version(s): 7.0, 8.0, 8.5.5

Description: A vulnerability was reported in IBM WebSphere Application Server. A remote user can execute arbitrary code on the target
system.

A remote user can exploit an improper configuration of ViewState settings (if ViewState is configured to use unencrypted state information)
to execute arbitrary code residing in the target server's classpath.

The JSF Sun Reference Implementation 1.2 is affected.
Impact: A remote user can execute arbitrary code that resides in the classpath on the target system.
Solution: IBM has issued a fix (Interim Fix PI99524).

The IBM advisory is available at:

https://www-01.ibm.com/support/docview.wss?uid=ibm10716525
Vendor URL: www-01.ibm.com/support/docview.wss?uid=ibm 10716525 (Links to External Site)

Cause: Configuration error
Underlying OS: Linux (Any), UNIX (AIX), UNIX (HP/UX), UNIX (Solaris - SunOS), Windows (Any), zZ/OS

Message History: None.

Securitytracker o313 oGl ;> iges (6 phicaml 5 3,68, 1 (B-Y) U
CVE Details safs o5y, -Y-¥¥
olyo &y cylo puo 9 Lams blis S vl 03l (claolSl ales 4o oo OleMbl 5 S 5 wdly ol oyl
ol b ol (150 5 laiige @) ) (s pdical 12 pogas ) Spdical (oS ts 4 beye CleMb)
S b d)"'\"""""‘"] 033 oL 40 o5 dL"’d)"\’WT a S CVSS Ll aje5 (F-Y) JSi ollas 031> oL

ol 013 &) (CVE)

CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges

mo-1

2258 210 -

823 080 24383 m2-3

4166 390 22354 50742 34

3-4 3406 320 P
4-5 22394 2090 14026 14672 5.6
5.6 20742 19.30 6.7
6-7 14026 13.10 7-8
7.8 24383 2370 2258 829 4166 3406 465 a9

465 0.40 o — m|9-10
14672 13.70
Total 107341

Weighted Average CVSS Score: 6.6
CVE o3b DK:L: dl!bd):.bwi 4.;.15 CVSS )Lwal IS (;—Y) ng
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Vulnerability Details : CVE-2018-1000

An information disclosure vulnerability exists in the way that the scripting engine handles objects in memory in Internet Explorer, aka “Scripting
Engine Information Disclosure Vulnerability.” This affects Internet Explorer 9, Internet Explorer 11, Internet Explorer 10. This CVE ID is unique from
CVE-2018-0981, CVE-2018-0987, CVE-2018-0989.

Publish Date : 2018-04-11 Last Update Date : 2018-05-16

External Links

Scroll Comment isorl tsor]
croll To mments Secunia Adviseries XForce Advisories

Callapse Al bepand Vendor Statements(0) Additional Vendor Data(0) OVAL View User

All Select 5 Vulnerability Details at NVD Vulnerability
- Definit 0) Vul ble Products(3) # Of Vulns B C ts Add
Select&Copy elinitons Hneraie HOCuCls e OMMEN'E £CC Details at Mitre Nessus Plugins First CVSS

Products References(3) Metasploit Modules(0 Comment

Guide
Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

cvssscore  EEI——
Confidentiality Impact (There is considerable informational disclosure.)
Integrity Impact  None (There is no impact to the integrity of the system)
Availability Impact None (There is no impact to the availability of the system.)
Access Complexity High (Specialized access conditions exist. It is hard to exploit and several special conditions must be satisfied to explait)
Authentication Not required (Authentication is not required to exploit the vulnerability.)
Gained Access None
Vulnerability Type(s) Obtain Information
CWE ID 200

CVE Details il o3ls ol 3 CVE-Y VA v v+ il 365, 1 (V=) S
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- Products Affected By CVE-2018-1000

# Product Type Vendor Product Version Update Edition Language

1 Application  Microsoft Internet Explorer 9 Version Details Vulnerabilities
2 Application  Microsoft Internet Explorer 10 Version Details Vulnerabiliti

3 Application  Microsoft Internet Explorer 11 Version Details Vulnerabilities
- Number Of Affected Versions By Product

Vendor Product Vulnerable Versions

Microsoft Internet Explorer 3

- References For CVE-2018-1000

http://www.securitytracker.com/id/1040653
SECTRACK 1040853

http://www.securityfocus.com/bid/103603
BID 103603 Microsoft Internet Explorer Scripting Engine CVE-2018-1000 Information Disclosure Vulnerability Release Date:2018-04-10
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1000 CONFIRM

- Vulnerability Conditions

Vulnerability is valid if product versions listed below are used TOGETHER WITH(AND)
* Microsoft Internet Explorer 10 * Microsoft Windows Server 2012
Vulnerability is valid if product versions listed below are used TOGETHER WITH(AND)

* Microsoft Internet Explorer 11 * Microsoft Windows 10
® Microsoft Windows 10 1511
* Microsoft Windows 10 1607
* Microsoft Windows 10 1703
® Microsoft Windows 10 1709
* Microsoft Windows 7 SP1
® Microsoft Windows 8.1
® Microsoft Windows Rt 8.1
* Microsoft Windows Server 2008 R2 SP1
® Microsoft Windows Server 2012 R2
* Microsoft Windows Server 2016

Vulnerability is valid if product versions listed below are used TOGETHER WITH(AND)

* Microsoft Internet Explorer 9 * Microsoft Windows Server 2008 SP2

- Metasploit Modules Related To CVE-2018-1000

There are not any metasploit modules related to this CVE entry (Please visit www.metasploit.com for more information)
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" Security Content Automation Protocol ( SCAP )
¥ Penetration Test
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' Advanced Persistent Threats ( APT )
¥ Insiders

 Hackers

* Hacktivists

° Cyber Criminals

* Organized Cyber Criminals
¥ Cyber espionages

* Cyber terrorists

% Cyber mercenaries

'* State sponsored groups

' Nation-state

'¥ Hostile states

' Security Risk
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" Impact

¥ Security Assessment

™ Security Risk Assessment
* Threat-Oriented

° Vulnerability-Oriented

* Asset-Oriented

" Technology-Oriented
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CAPEC-66: SQL Injection
Attack Pattern ID: 66 o sanmonk

Presentation Filter:  Basic v

¥ Summary

This attack exploits target software that constructs SQL statements based on user input. An attacker crafts input strings so that when the target software
constructs SQL statements based on the input, the resulting SQL statement performs actions other than those the application intended.

SQL Injection results from failure of the application to appropriately validate input. When specially crafted user-controlled input consisting of SQL syntax is used
without proper validation as part of SQL queries, it is possible to glean information from the database in ways not envisaged during application design.
Depending upon the database and the design of the application, it may also be possible to leverage injection to have the database execute system-related
commands of the attackers' choice. SQL Injection enables an attacker to talk directly to the database, thus bypassing the application completely. Successful
injection can cause information disclosure as well as ability to add or modify data in the database. In order to successfully inject SQL and retrieve information
from a database, an attacker:

¥ Attack Prerequisites

* SQL queries used by the application to store, retrieve or modify data
® User-controllable input that is not properly validated by the application as part of SQL queries.

¥ Solutions and Mitigations
Strong input validation - All user-controllable input must be validated and filtered for illegal characters as well as SQL content. Keywords such as UNION,
SELECT or INSERT must be filtered in addition to characters such as a single-quote(’) or SQL-comments (--) based on the context in which they appear.

Use of parameterized queries or stored procedures - Parameterization causes the input to be restricted to certain domains, such as strings or integers, and
any input outside such domains is considered invalid and the query fails. Note that SQL Injection is possible even in the presence of stored procedures if the
eventual query is constructed dynamically.

Use of custom error pages - Attackers can glean information about the nature of queries from descriptive error messages. Input validation must be coupled
with customized error pages that inform about an error without disclosing information about the database or application.

¥ Related Attack Patterns

Nature Type ID Name W

Childof 248 Command Injection 1000
CanFollow [ 7 Blind SQL Injection 1000
ParentOf m 7 Blind SQL Injection 1000
ParentOf ® 108 Command Line Execution through SQL Injection 1000
ParentOf B 105 Object Relational Mapping Injection 1000
ParentOf B 110 SQL Injection through SOAP Parameter Tampering 1000
MemberOf ® 352 WASC-19 - SQL Injection 333

PparentOf B 470 Expanding Control over the Operating System from the Database 1000
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" Host Based Intrusion Detection System ( HIDS )

¥ Host Based Intrusion Prevention System ( HIPS )

™ Network Based Intrusion Detection System ( NIDS )
¢ Network Based Intrusion Prevention System ( NIPS )
° Web Application Firewall ( WAF )
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" Security Operation Center ( SOC )
¥ Information Sharing and Analysis Center ( ISAC )
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" Information Sharing and Alert System ( ISAS )
¥ Signature Based Detection
™ Anomaly Based Detection
¢ Stateful Protocol Analysis
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Asymmetric Digital Subscriber Line
Applicability Language Specification
Applicability Language Statements

Advanced Persistent Threats

Bugtraq ID

Base Score

Common Attack Pattern Enumeration and Classification
Common Criteria

Collegiate Cyber Defense Competition
Cooperative Cyber Defence Centre of Excellence
Cyber Defense Exercise

Cyber Emergency Response Team

Center fo Internet Security

CVE Numbering Authorities

Common Operating Picture

Cyber Operations Research Environment
Common Platform Enumeration

Capture the Flag

Common Vulnerabilities and Exposures
Common Vulnerability Scoring System

Cyber Warfare Clube

Denial of Service

European Network and Information Security Agency
Field Training Exercise

Host Based Intrusion Detection System

Host Based Intrusion Prevention System
Information & Communication Tecnology
Industrial Control System

Industrial Control System- Cyber Emergency Response Team
ICT Development Index

Intrusion Detection and Prevention System
Information Sharing and Analysis Center
Information Sharing and Alert System

Joint Operation Center

Microsoft Baseline Security Analyser

Managed Security Service Provider

North Atlantic Treaty Organization

National Cyber Range
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NIDS Network Based Intrusion Detection System
NIPS Network Based Intrusion Prevention System
NRO National Reconnaissance Office
NVD National Vulnerability Database
OSsvDB Open Source Vulnerabilities Database
PNNL Pacific Northwest National Laboratory
PDA Personal Digital Assistant
PSTN Public Switching Telephone Network
R&TO Research and Technology Organization of NATO
SAST Security Assessment Simulation Toolkit
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SDLC System Development Life Cycle
SIMTEX Simulator Training Exercise Network
sOoC Security Operation System
STIX Structured Threat Information eXpression
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USSTRATCOM  United State Strategic Command
WAF Web Application Firewall

WFN

Well-Formed CPE Name
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